Optimizing DDoS Attack Detection through Machine Learning based on Feature Selection Strategies
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Figure 2 The screenshot displays classification reports for four
different machine learning models: Random Forest, SVM
(Support Vector Machine), XGBoost, and LSTM (Long Short-Term
Memory). Each model's performance is evaluated based on
precision, recall, Fl1-score, and support metrics for two classes
(labeled as “0” and “1”

The heatmap in Figure 3 represents the correlation matrix of the
features. Each cell in the grid represents the correlation
coefficient between two features. The closer the value is to 1 or
Machine (SVM), and Long Short-Term Memory -1, the stronger the correlation. Positive values indicate a

(LSTM), using the NSL-KDD dataset. This | @is positive correlation, while negative values indicate a negative
dataset Is renowned for its comprehensive .14%’0_, f correlation.
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ABSTRACT

This study explores the optimization of
Distributed Denial of Service (DDoS) attack
detection through the utilization of 25 carefully
selected machine learning features.
Experiments are conducted to assess the
effectiveness of prominent machine learning
models, including Random Forest, Extreme
Gradient Boosting (XGBoost), Support Vector

The objective of the paper is to develop and enhance the
detection of Distributed Denial of Service (DDoS) attacks using
machine learning techniques. The research aims to enhance
the accuracy, precision, F-score of DDoS attack detection by
applying feature selection approaches on various classifiers
such as Random Forest, Extreme Gradient Boosting (XGBoost),
Support Vector Machine (SVM), and Long Short-Term Memory
(LSTM) on NSL-KDD dataset.
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coverage of various cyber-attacks, providing 18-20 16.0 Preliminary findings show the confusion matrix of 3 models and
labeled network flows, full packet payloads In its relevance towards feature selection -
' 14.0 | :
scap format, and CSV  files containing profiles Figure 3 Heatmap of all the relevant features for DDOS
and labeled flows for machine learning 1y Random Forest Classification Report: CONCLUSION
analysis. The investigation focuses on three key 10.0 precision recall fil-score support
metrics: precision, accuracy, and F-score, to | e . . . .
evaluate pthe proficiency yof the models In Millions w 0 0.999897  1.000000  0.999948 - 13405.000000 The qtlllzatmn (.)f an_Intrusion d.etectlor? sys_,telm 'S an
. . 60 = effective technique for proactively identifying and
detecting DDoS attacks. The analysis reveals | 1 1.000000 - 0.99899=2 0.999901 2or44.000000 mitigating both known and unknown attacks, thereby
;Iagr?cllfc;:r?nth:ZZEIe?(CgIBoi;OSSS,s:\:I mg:‘d*ls'l_‘g_'rtl\: i | accuracy 0.099956 (.999956 0.999956 0900956 | safeguarding network devices from potential harm caused
' . ' 2.0 by attackers. In this study, the significance of using a set of
v o 0.999948 0.999961 0.999955 45149.000000 . ' ey .
achieving average scores of 79.9993%, 0.0 | asroava relevant features with an adequate classification learning

99.9778%, 98.9501%, and 99.58358%, respectively.
The findings of this study highlight the efficacy
of machine learning approaches Iin enhancing
DDoS attack detection capabilities, offering
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Figure 1. Global DDoS Attack Trends

weighted avg algorithm for modeling DDOS detection has been

demonstrated. Future research should focus on expanding

SVM Classification Report: the dataset diversity, exploring additional machine learning

promising avenues for bolstering cybersecurity Figure 1 indicates a significant and steady increase in the precision  recall fi-score suppert algorithms, - and integr_ating the developed models ir_\to
defenses. frequency of Distributed Denial of Service (DDoS) attacks 0 0.995867 09399332 0.999724 13405.000000 :eatl_—worlccli cil.l;elt'_securlty systems for comprehensive
globally from 2018 through an estimated figure in 2023 1 0999534 0999145 (0999340 25744 000000 esting ant vatidation
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